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Certified Wireless Network Administrator (CWNA)
PW0-106

Chapter 14
Wireless Attacks, Intrusion Monitoring, and 

Policy

Chapter 14 Overview

• Wireless Attacks

• Intrusion Monitoring

• Wireless Security Policy
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Rogue Wireless Devices
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• IEEE 802.1AE Media 
Access Control Security 
standard, often referred 
to as MACsec, specifies 
a set of protocols to 
meet the security 
requirements for 
protecting data 
traversing Ethernet LANs

• Makes this good way to 
not only utilize existing 
resources but also 
provide better security 
foryour wired network by 
protecting against rogue 
APs

Bridged Ad Hoc WLAN
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Client Isolation (Peer-to-Peer Attacks)
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Casual Eavesdropping (WiFi Discovery)
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WiFiFoFum WLAN discovery tool

7Certified Wireless Network Administrator: CWNA – PW0-106

Encryption Cracking
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• WEP cracking tool
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Authentication Attacks

9Certified Wireless Network Administrator: CWNA – PW0-106

• Offline Dictionary 
Attack

• A policy 
mandating very 
strong 
passphrases of 
20 characters or 
more should 
always be in 
place whenever 
a WPA/WPA2-
Personal solution 
is deployed.

MAC Spoofing
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• MAC spoofing 
software utility
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Management Interface Exploits
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• Take advantage of management tools
– Web based

– Client based

– CLI

• Must use HTTPS for web-based 
management

• Must require authentication
– Change from defaults

Wireless Hijacking
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Denial of Service (DoS)

13Certified Wireless Network Administrator: CWNA – PW0-106

• Attempts to prevent authorized clients 
from using the network
– Intentional jamming

– Unintentional jamming

• Spectrum analyzers can be used to detect 
Layer 1 interference

• Layer 2 attacks are more common

Management frame protection (MFP)
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• 802.11w-2009 amendment defines management frame 
protection (MFP) mechanisms for the prevention of 
spoofing certain types of 802.11 management frames

• 802.11w frames are referred to as robust management 
frames.

• Protected by the management frame protection service 
and include disassociation, deauthentication, and robust 
action frame
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Intrusion Monitoring
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• Wireless Intrusion Detection System 
(WIDS)
– WIDS Server

– Management Consoles

– Sensors

• Wireless Intrusion Prevention System 
(WIPS)
– Infrastructure device

– Unknown device

– Known device

– Rogue device

WIDS
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WIDS Management Console
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WIDS design models
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• Overlay- most secure model is an overlay WIDS that is 
deployed on top of the existing wireless network

• Integrated- centralized WLAN controller or a centralized 
network management server (NMS) functions as the IDS 
server.

• Integration Enabled - Wi-Fi vendor’s APs integrate 
software code that can be used to turn the APs into 
sensors that will communicate with the third-party WIDS 
server.
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Wireless Intrusion Prevention System (WIPS)
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• Locates, identifies and classifies devices 
– Infrastructure Device

– Unknown Device

– Known Device

– Rogue Device

Wireless Rogue Containment
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Mobile WIDS Locator
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Spectrum Analyzer
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• Frequency domain tool that can detect any 
RF signal in the frequency range that is 
being scanned.
– Mobile

– Distributed
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Wireless Security Policy
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• General security policy

• Functional security policy

• Legislative compliance

General security policy
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Defines: 

• Statement of Authority - defines who put the wireless policy in place 
and the executive management that backs the policy.

• Applicable Audience - the audience to whom the policy applies, 
such as employees, visitors, and contractors.

• Violation Reporting Procedures - defines how the wireless security 
policy will be enforced, including what actions should be taken and 
who is in charge of enforcement.

• Risk Assessment and Threat Analysis – defines the potential 
wireless security risks and threats and what the financial impact will 
be on the company if a successful attack occurs.

• Security Auditing – defines internal auditing procedures
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Functional Security Policy
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Defines: 

• Policy Essentials - Basic security procedures, such as password 
policies, training, and proper usage of the wireless network, are 
policy essentials and should be defined.

• Baseline Practices - defines  minimum wireless security practices 
such as configuration checklists, staging and testing procedures, 
and so on.

• Design and Implementation – defines authentication, encryption, 
and segmentation solutions that are to be put in place

• Monitoring and Response – defines intrusion detection procedures 
and the appropriate response to alarms

Legislative Compliance
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Possible compliance drivers
HIPAA

Sarbanes-Oxley

GLBA

PCI Security Standards
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802.11 Wireless Policy Recommendations
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• Rogue AP Policy

• Ad Hoc Policy

• Wireless LAN Proper Use Policy

• IDS Policy

Chapter 14 Summary

• Wireless Attacks

• Intrusion Monitoring

• Wireless Security Policy
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