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Chapter 20 Overview

* Mobile Device Management
» Guest WLAN access
* Network access control (NAC)
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Mobile Device Management

Tablets and smartphones provided the true mobility that
employees and businesses desire

The number of mobile devices connecting to corporate WLANS
surpassed the number of laptop connections

A BYOD policy is needed to define how employees’ personal
devices may access the corporate WLAN
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Mobile Device Management

An MDM solution can manage devices across
multiple mobile operating systems and across multiple
mobile service providers.

Some of the major vendors selling overlay MDM
solutions:

— Airwatch—www.air-watch.com

— Fiberlink—www.maaS360.com

— JAMF Software—www.jamfsoftware.com

— Mobile Iron—www.mobileiron.com
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Company-Issued Devices vs. Personal Devices

* Management strategy for company mobile devices
usually entails more in-depth security because very
often the CIDs have company documents and
information stored on them

» Personal mobile devices are much more difficult to
manage unless a proper MDM solution has been
deployed

» Every company should have its own unique BYOD
containment strategy while still allowing access to the
corporate WLAN
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Device restrictions

CWNA BYOD

Options  Scope
General Restrictions
Passcode 000 Fusciianan v Arpracanan Vegis Cormere
ot Condgumed

™ Allow screesshots
=y :\—n s M Allow AirDrop (Supenvised devices only)
at Covigams
¥ Allow iMessige (Sepervised devices only)
VPN
L — o Allow voice dialing
L s o Allow Siri
et Comiganed W Allow Siri while device locked
£3 Exchange ActiveSync ¥ Enabie Sirl profanity filter (Supervised devices omly)
¥ et Cavigased

¥ Alkew user-generated content in Siri

L‘ LDAP
et Cardgased

= Calendar

et Covigae)

9/28/2015



C«sBEX
MDM Architecture

Four main components:
— Mobile Device
— AP/WLAN Controller
— MDM Server
— Push Notification Servers

«SBEX
MDM Enrollment

Step 1: Mobile TN
device A
connects with
the access
point.

Step 2: AP
checks if the
device is
enrolled

Step 3: MDM
server queries
LDAP
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MDM Enrollment

» Step 4: Device is redirected to the MDM server

78
I\‘) My Information

Enroll My Device
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MDM Enrollment

» Step 5: Devices installs certificate and MDM profile

Inszal your DM P Profile TR CEreoiment Compiete!
- ﬁ 3 2 ot ¢
== ozl | IR
Afer you 1ap e install Profile tution ;:'t;‘:‘:_u::'_' —— Congratuabons! Your motile device
wou wil nesd 1o completa T8 sleos S has bean erralled
o whatry) O3
Iwed balow ey Cartrte
1. Tap the install button i o AN 21,2012
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MDM Enrollment

» Step 6: MDM
server releases
mobile device

» Step 7: Mobile
device exits the
walled garden

7
Mobile device
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MDM Profiles
* Caninclude device

restrictions, email (Ocoens |
settings, VPN o
settings, LDAP
directory service
settings, and Wi-Fi
settings
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MDM Agent Software

« Operating systems of atch Agent
some mobile devices My Cavice

require MDM agent

application software D
* Employee downloads the

MDM agent from a public

website or company :

website and installs it on
their Android device.

e The MDM agent contacts
the MDM server over the
WLAN and is typically
required to authenticate to
the server
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Over-the-Air Management

« MDM server can
monltor deVICe Client Info (David Coleman iPhone)
information including
device name, serial .
number, capacity, o
battery life, and the
applications that are e ,
installed on the device. S e

 Information that cannot i
be seen includes SMS : 2 e @ '
messages, personal — : e
emails, calendars, and P L P
browser history. = '
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Over-the-air management
e e
Y
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Remote actions

» Make changes to the configuration
* Make changes to the device restrictions

* Deliver a message to the device
Lock the device

Wipe the device
Make application management changes
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Application Management
* Once an MDM profile is installed, all of the applications

installed on the device can be viewed from the MDM
server

- " :
David Coleman’s iPad
mvenory  Manigement  Mistery
§) Cerera Rame Veriion Shert Versoe  Mankgemest Slates  Bumdle Size Dymamc Size
Cwit Caurvarrs fag
AccuWea 1 1 Unmanaged 85 Ve amE
B rardwars
1Pad 4eh Cormra cm (A1 AmardWaler 2.3 Unrmanaged 9 v 488KB
User and Location [ 3 Unmanaged v
JMOLBAT.1E JAAMTIE  Ln d e K
@ Purchasing s 1377 U v 552 K8
£25 8258 L “wme am
Security !
Bese 5 wratses ’ t.2 [ . 6 W 31w
A 000 3.2 Un od £ve 1w
Linie 0.1 s Wimnaneged 3 ve 2w
B Networs
Werfl 013N Unrnaneged va v
Certibicates T 7216 0.1 Uirnaneged s va S5 M
ZCencaes ah sr98 2 Wiraneged o va % s
£ Dot Teetter £.11.1 5.113 Whmanaged va s me
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Integration with public application stores

Search Inventory

1  Notifications v
Users

CWNA Study Guide eBook

Confguration Profikes Ceneral Scope  Self Service Web Clip
Provivening Profiles

Ages
elooks

Smart Mobile Device Groups

Seatic Moblle Device Groups
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Wi-Fi Client Onboarding solutions

* Main purpose is to give the customer an inexpensive and
simple way to provision mobile devices onto the secure
corporate SSID

» Over-the-air provisioning is used to install Wi-Fi client
profiles configured with the corporate SSID security
settings
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Guest WLAN Access

» Purpose is simply to provide a wireless gateway
to the Internet for company visitors and/or
customers

« Segmentation approaches:

— Guest SSID
— Guest VLAN
— Guest Firewall Policy
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GRE tunneling guest traffic to a DMZ

W G

7 N
Internst
~ "\,g,\_u_/"* 4
i
————
--..:'I:.-
Access layer VLANS 2, 5, 8 ‘h:;;}:' ) DMZ - VLAN 10
Acoess switch

80210

. @ MGTO VLAN 2 i
Access point

GRE appliance
SSID: Employes - VLAN §
7= SSID: Voics - VLAN 8
;?/.-i\ SSID: Guest - VLAN 10

=

Guest Wi-Fi chent

-
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Guest firewall policy

Source I Destiranon Service Action
-amy-] anmy-] Nanwork Sorvica: DMCP.Sarer Pormi
-amy] anmy-] Nanwork Servica: ONS Parre
-ang 0000255000 Namead Corves [-amy] Dary
any] 1M A002S5 24000  Natwork Servica: [-amy] Duarwy
Lany] 192188 00295.255.00  Naswork Servica: [-amy] Duarwy
cany-] vy Moo, Serven [-ay-] Parrrd
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Application firewall policy
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Sowrce Desanaton Sarvice Action
an-| any] Apgicaton Senvice: YOUTUBE Dany
an] Lany] Apgicaton Senvice PANDORA Dany

MDD
oy any] Apgiication Secvice: PANDORA TV Dany
[-ary any] Apgpication Service: GOOGLE Dary
VIDED
|- rw: any) AQpICEtOn Senvice HULU Dary
[y any) Appicaton Service ITUNES Oy
[-ary ~any-) Appicaton Senvice NETFLIX VIDED Dy
STREAM
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Captive web portal—DNS redirect

USER | —

B
b
I

DNS lockup = whois www.sybex.com

DNS response = www.sybex.com=1.1.1.1
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Captive web portal logon pages

Secure Intamaet Portol

User authentication Self-registration User policy acceptance
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Client Isolation, Rate Limiting, and
Web Content Filtering

» Client Isolation- blocks wireless clients from
communicating directly with other wireless clients on
the same wireless VLAN

* Rate Limiting - can be used to curb traffic at either the
SSID level or user level.

* Web Content Filtering - blocks employees from
viewing websites based on content categories
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Guest Management
S RE S
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Guest credential delivery methods

loqlsier a Guest

Compiate

0 3

@

Send
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Guest Self-Registration

» Self-registration logon page runs on an iPad or Android
tablet that functions as the kiosk

F Guest Registration T

Would you e 10 regiiter one gues! of O group viting for the :amre purpase?

& @

Register a Guest Register a Group Activate Kiosk

°|.ogom hangea F
[ 8
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Employee Sponsorship

From: Acrohive ID Mianager < £

Date: Fri, 28 Mar 2014 18:59:55 +0000

To: Metia Dragos-Radanovic <md >
Subject: Guest Approval Reguest

Wi, mdragos

= —
Guest Name O Colem

Emai Address

Expiration: 24 hours sfter the first login, |First login mest before 2014-03-30 11:59 AM PDT)
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Social Login
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8. Sign in with Google+

Or Login wieh RE0a

§  Sionin with Facebook
Login with Email

or
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dynamic PSKs

Encrypted Guest Access

» Recent trend is to provide encryption and better
authentication security for WLAN guest users

* One simple way to provide encryption on a guest SSID is
to use a static PSK

* Some WLAN vendors offer cloud-based servers to
distribute secure guest credentials in the form of unique

$)WILEY

» Hotspot 2.0 is a Wi-Fi Alliance technical specification
that is supported by the Passpoint certification program

9/28/2015
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Network Access Control (NAC)

* Provides what is known as posture assessment

» Posture check is performed via
— persistent agent
— dissolvable agent

* If a computer is considered unhealthy, the ideal scenario
would be for the posture agent to automatically fix or
remediate the problem

* NAC uses various monitoring and fingerprinting
techniques to identify different devices so that access
can be controlled.
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OS Fingerprinting

* An use DHCP snooping

* The parameters within DHCP option 55
create a fingerprint that can be used to
identify the operating system of the client.
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AAA

Authorization is used to process information such as the following:
User type (admin, help desk, staff)

Location, connection type (wireless, wired, VPN)

Time of day

Device type (smartphone, tablet, computer)

Operating system

Posture

(_4SBEX @WILEY
RADIUS Change of Authorization

 RADIUS CoA can dynamically change the
permissions that the users has on the network.

» Defined by RFC3576 and later updated in
RFC5176.
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Chapter 20 Summary
* Mobile Device Management

* Guest WLAN access
* Network access control (NAC
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